Paspaborana BpemerHOI KoMuCcHei
Cosera ®enepanyy 0o pa3BUTHIO
nH(popManmoHHOr0 00IIeCTBa

Nudopmannonnas naMaTKa VI 00y4yaommxcs mo 6esonacHoii padore B cetn MHTEepHeT

C KaXJbIM I'OJJOM MOJIOJCXKH B HHTepHeTe CTaHOBUTBCS 6OJH)HIC, d IIKOJIbHUKU OJJHU U3

CaMbIX AaKTUBHBIX TNOJb30BaTeneil PyHera. Mexay Tem, MOMHUMO OIPOMHOIO KOJMYECTBA

BO3MOXHOCTeH, VIHTepHeT HeceT U mpoOieMbl. OTa naMsATKa JOJKHA MOMOYb Tebe 06e3011acHo

HaXoaUuThCA B CCTH.

Komnvromepnuie eupycoi

KoMmnbroTepHslii BUPYC - 3TO pa3HOBUAHOCTb KOMITBIOTEPHBIX ITPOTPaMM, OTINYUTEIBHON

O0COOEHHOCTBIO KOTOPOH SIBJISI€TCSI CHOCOOHOCTh K Pa3MHOXKEHUIO. B jnomonHeHue k sToMmy,

BHPYCBI MOT'YT TOBPEANUTD UJIX MOJTHOCTHIO YHHUYTOXKUTE BCC q)afmm N JaHHBIC, TOAKOHTPOJbHBIC

MI0JIb30BATEN0, OT MMEHM KOTOpOro Obla 3amylleHa 3apakE€HHas IporpamMma, a TaKke

MOBPEIUTh WU JIa)K€ YHUUYTOXKUThH ONEPALMOHHYIO CUCTEMY cO BceMH (Qaiinmamu B 1enom. B

OOJIBIIMHCTBE CIIy4aeB paclpOCTPaHAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToapl 3aITUTEI OT BPEAOHOCHBIX IIPOTrPaMM:

1.

Hcnonb3yit cOBpeMEeHHbIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHD
3aIlMTHI OT BPEIOHOCHBIX IPOrPamMM.

[TocTosiHHO ycTaHaBiMBail mat4yu (UUQPOBBIE 3aIIATKH, KOTOPHIE aBTOMAaTHYECKH
YCTaHABJIMBAIOTCS C IENIbI0 TOPAaOOTKH MpOTrpaMMBbl) U Jpyrue OOHOBIICHUS CBOCH
omnepanmroHHONW cuctembl. CkauyumBaili WX TONBKO C oOduIMaIbHOTO caiTa
pazpabotunka OC. Eciam cymiectByeT pexHM aBTOMAaTHUYECKOTO OOHOBICHHS,
BKJIFOYH €TO0.

PaGoraii Ha cBOeM KOMITbIOTEpE IM0J1 ITpaBaMH MOJIb30BATENs, @ HE aIMUHUCTPATOpPA.
DTO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTpaMM HMHCTALIUPOBATHCA Ha
TBOEM I[I€PCOHAIBHOM KOMIIBIOTEPE.

Hcnonp3yit aHTUBUPYCHBIE TPOTPAMMHBIE TIPOYKThI U3BECTHBIX MPOU3BOJUTENEH, C
ABTOMAaTUYECKUM OOHOBJICHHEM 0a3.

Orpannyb PU3NYECKHI JOCTYN K KOMIBIOTEPY AJIsi MOCTOPOHHUX JIUIL.

Hcnonb3yit BHENIHUE HOCUTENN HHPOPMAIUK, TaKue Kak (uienka, TucK win haiin u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB.

He oTkpeiBail koMObIOTEpHBIE (Daiibl, MONTyUYEeHHbIE U3 HEHAIEKHBIX UCTOYHUKOB.
Haxe Te Qaiiibl, KOTOpble NpUCIad TBOW 3HaKoMbIi. Jlydmie yToyHM y Hero,

OTIIPABJIAII JIN OH Tebe ux.

Cemu WI-FI

Wi-Fi - aTo He BUJ NIEpCAavYn JAHHBIX, HC TCXHOJIOT'UA, 4 BCCTO JIMIIb 6peHI[, Mapka. Eme

B 1991 rony Hunepnanjckas koMmnanus 3apeructpuponana opens « WECA», uyto o6o3Haqano

coBocoueranue «\Wireless Fidelity», koTopslit mepeBouTCS Kak «OecIipoBOIHASI TOYHOCTHY.



Jlo Hamero BpeMeHM Jolia apyras a0OpeBHarypa, KOTOpas SBISAETCS TaKOW iKe

TexHoJioruei. 1o abopesuarypa «Wi-Fi». Takoe HazBaHue OBLIO JAHO C HAMEKOM Ha CTaHIApT

BhICIICH 3ByKOBOM TexHUKHU Hi-Fi, 4To B mepeBoie 03Ha4aeT «BBICOKAsi TOUHOCTDY.

Ha, GecraTHbBIA MHTEPHET-IOCTYN B Kade, OTENAX U adporNopTax SBISETCS OTINYHOM

BO3MOXKHOCTBIO Bbixo1a B IHTepHeT. Ho MHOTHE 3KCIIepThI CUUTAOT, YTO 00mmeaoctymnHbie Wi-

Fi cern He saBasr0TCS O€30IMaCHBIMH.

CoBertsl o 6e30macHocTH paboTe B o0memoctynubix cersx Wi-fi:

1.

He nepenaBaii cBoro ymuHyto uH(pOpMammio udepe3 obmemoctynHbie Wi-Fi cern.
PaboTast B HUX, JKeaTebHO HE BBOIUTH ITAPOJIIH I0CTYIIA, JTIOTHHBI  KAKHEe-TO HOMepa.
Wcnonb3yit 1 0OHOBIAN aHTUBUPYCHBIE TPOrPaMMBbI U OpaHaAMaydp. Tem caMbIM Tl
ob6e3omacuirb cedst OT 3aKa4YKu BUPYca Ha TBOE YCTPOUCTBO.

IMpu wucnone3oBanun Wi-Fi otkimroun ¢dyHknuioo «OOmui noctyn K Qainam u
npuHTepam». JlanHas (QyHKOMS 3aKpbITa 0 YMOJYaHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATENN aKTUBUPYIOT €€ I YI00CTBA UCIIOIB30BaHMS B paboTe Win yueoe.

He ucnons3yit nmyonmuuneiii Wi-Fi ans nepenaun MUUYHBIX TaHHBIX, HallpUMeEp, IS
BBIX0JIa B COIIMATILHBIE CETH HIIH B AJIEKTPOHHYIO TTOUTY.

Hcnons3yit Tonpko 3amunieHHoe coeauHenue yepes HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOM uMeHHO «https://».

B moOuneHOM Tenmedone otkmoun  pyHkuuio «[lomkimrouenne k- Wi-Fi
aBTOMaTHuecKkn». He nomyckail aBToMaTn4ecKkoro MoAKIIOYEHNs YCTPOICTBA K CETAM

Wi-Fi 6e3 tBOCETO cornacwusl.

COl{uaJleble cemu

COHI/IaJ'IBHBIe CCTH aKTHUBHO BXOJAT B HAIIlY )KM3Hb, MHOT'UEC JIFOJIU pa60TaIOT H JKUBYT TaM

IIOCTOsAHHO, a B Facebook YK€ 3apCruCTpupoOBaH MHUIUIMAPA YCJIOBCK, UYTO SABJIACTCA O,Z[HOﬁ

CGHBMOﬁ BCEX JKHUTEJICH IIaHETBl. MHOTHE ITOJIb30BaTeId HE INOHUMArT, 4YTO I/IH(i)OpMaLII/IH,

pasMEIICHHAA UMH B COUAJIBHBIX CETAX, MOXET OBITE HaﬁI{CHa H HUCII0JIb30BaHa KEM YroJgHo, B

TOM 4YHCJIE HE 00513aTEJIFHO C OJIaruMu HaMCpPCHUAMMU.

OCHOBHBIE COBETHI 10 0€30IIACHOCTH B COIIMAJIBHBIX CCTAX!

1.

Orpanuub cHoucok Jpy3eil. Y TeOs B ApYy3bsX HE JOJDKHO ObITh CIIydyallHbIX U
HE3HAKOMBIX JIIOJIEH.

3amumail cBOI0 YacTHYHO >kM3Hb. He yka3piBail maponu, TenedoHsl, ajapeca, AaTy
TBOETO POXAEHUS M JPYryl JUYHYIO HH(OpManuio. 3JI0yMBIIUIEHHUKA MOTYT
UCIOJb30BaTh Jla)ke MH(OpPMAIMIO O TOM, KaKk Thl U TBOM POAMTENH IUIAHUPYETE
IIPOBECTU KAHUKYJIBI.

3amuiail cBOI0 peryTanmio - JIEpXkKH €€ B YUCTOTe U 33/aBail cebe BOMpoc: XOTel Obl
ThI, YTOOBI JIpyrue MOJb30BaTEIM BUIEIH, UYTO Thl 3arpyxaems? [logymail, npexnae
YeM YTO-TO OMYOJIMKOBATh, HAMMCATh U 3arPY3HTh.

Ecnu TbI rOBOpHILE € JIFOIBMU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3Yl CBOE PEAILHOE UMSI
U IPYTYIO JINYHYIO HH()OPMALIMIO: UMsI, MECTO KHUTEIbCTBA, MECTO Y4eObl U Ipoyee.
W36eraii pazmenienus Gortorpacpuit B MnTepHeTe, rie Thl H300pakeH Ha MECTHOCTH,

10 KOTOpOﬁ MOZKHO OIIPEACIIUTL TBOC MECTOIIOJIOKCHHUC.



6. Ilpu peructpauu B COIMaIbHOMN ceTH HEOOXOAMMO HCIIOIB30BATh CI0XKHbIE MAPOJIH,
cocrosiue U3 OyKB ¥ QP U C KOJUISCTBOM 3HAKOB HE MeHee 8.

7. Jlna coumanbHOW CEeTH, OYTHI U JIPYTUX CAWTOB HEOOXOAUMO HCIOJIBb30BaTh Pa3HbIE
naposu. Torna, eciau Te0s1 B3JIOMAIOT, TO 370yYMBIIUIEHHUKU MOJIYYaT AOCTYII TOJIBKO

K OJJHOMY MECTY, a He BO BCE Cpasy.

dnekmponnwvie Oenveu

DNEKTPOHHBIE IEHBI'M — 3TO OYEHb YIOOHBIN CIOCO0O IUIaTEXKEW, 0OJHAKO CYLIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TU JACHBIU.

DONEeKTpOHHBIE E€HbIY MOSIBUWINCH COBCEM HEAABHO M MMEHHO H3-3a 3TOTO0 BO MHOTHX
rocyznapcTax 70 CUX IOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM QyHKIIMOHUPYIOT U O HUX YK€ IIPOIMUCAHO B 3aKOHE, TJI€ UX Pa3JIeNsIIoT
Ha HECKOJIbKO BUJIOB - AHOHUMHbIE U HEAHOHUMHbIE. Pa3Huia B ToM, UTO aHOHUMHBIE - 3TO T€,
B KOTODPBIX pa3peliaercs MPOBOAUTH ONepaluu 0e3 HACHTHU(PHUKAIUU IOJb30BaTeNs, a B
HEaHOHMMHBIX UACHTU(UKAIINS MOIb30BaTENs SABISIETCS 00s3aTEIbHOM.

Taxxe cienyer paznuyarh 3JIEKTPOHHbIE (pUaTHBIE JEHBIU (PaBHBI FOCYIapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHbIE HEHATHBIE IEHbI'U (HE paBHbBI TOCYAAPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHON PabOTE C DIEKTPOHHBIMH JIEHBETAMU:

1. TlpuBsxu k cuety MOOUIBHBIN TenedoH. DTO caMmblil yI0OHBINH U OBICTPBINH COCOO
BOCCTaHOBUTH JIOCTYN K cueTy. [IpuBsizaHHbIN TenedoH MOMOXKET, eciu 3a0y/ellb
CBOM IUIATEKHBIN MapOJib WK 3aiEIIb Ha CAUT C HE3HAKOMOTO YCTPOICTBA.

2. Hcnonb3yit ogHopaszoBbeie naposd. [lociie nepexoaa Ha YCUJIEHHYIO aBTOPU3ALIUIO
Tebe yxe He OylIeT YrpoKaTh OMacCHOCTh KPa)ky MJIM IepexBaTa MIaTeKHOro napoJis.

3. BriOepu cnoxsblii mapois. IIpectymaukam OyaeT HE NMPOCTO yrajaaTh CIIOXKHBIN
napoib. HagexxHble mapoiau — 3To mapoJid, KOTOpbIe coiepKaT He MeHee 8 3HaKOB U
BKJIIOUYAIOT B c€0sl CTPOYHbBIEC U MPOMHUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CUMBOJIOB,
TakMe Kak 3HaK JoJuiapa, (QyHTa, BOCKIMIATENIbHBIM 3HaK U T.n. Hampumep,
StROnNg!;.

4., He BBOAY CBOM JIMYHLIC JAHHBIC HA caﬁTax, KOTOPBIM HEC NOBCPACHIDb.

Inekmponnas nouma

DJNEeKTpOHHAs OYTAa — 3TO TEXHOJIOTHUS U MPEJI0CTABISIEMbIE €10 YCIYTH 0 MEePEChUIKE
U TIOJIy4EHHUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOpBIE paclpesesisioTCsl B KOMIIbIOTEPHOH CeTu.
OOBIYHO ~ DNEKTPOHHBIM  MOYTOBBIM  SIIIMK  BBINNIAAUT  CIAEAYIOIUM  oOpa3oM:
UMs_TI0JIb30BATEeNA(@UMs_JoMeHa. Takxke KpoMme IMepefayd IMpOoCTOro TEKCTa, HMeeTcs
BO3MOJKHOCTb IlepesiaBaTh (paiibl.

OCHOBHBIE COBETHI IO 0e300aCHOH paboTe ¢ HIEKTPOHHOMN HOYTOM:

1. Hapno BbIOpaTh MpaBUIIbHBIN MOYTOBBIN cepBHC. B MIHTepHETE ecTh OrpoMHBII BEIOOD
OecIuIaTHBIX ITOYTOBBIX CEPBHCOB, OJHAKO JIyUIlle JOBEPSTH TEM, KOTO 3HACUIb U KTO
IIEPBBIN B PEUTUHTE.

2. He ykasbIBail B in4yHO# noute Jn4Hyto nHpopmanuo. Hanpumep, syurie BrIOpaTh

«MY3bIKaJIbHBIN _(hanaT@» unmu «pok2013» Bmecto «Témal3»;



Hcnonw3yii AByX3TAanHyIO aBTOPU3ALMIO. DTO KOT]a IOMUMO apOJist HY>KHO BBOJIUTh
KOJI, MpuchlIaeMblii o SMS.

Bribepu cnoxHbIi maponb. [l KaXI0ro MOYTOBOTO SIIMKA TOJDKEH OBITh CBOM
HAJIC)KHBII, YCTOWYMBBIN K B3JIOMY 1apOJIb.

Ecnu ecTth BO3MOKHOCTh HAMCaTh CaMOMY CBOW JIMYHBIA BOMNPOC, MUCHOJIB3YH 3TY
BO3MOKHOCTB.

Hcnonp3yil HECKOJIBKO IIOYTOBBIX SIIMKOB. [IepBBIM JUIsl 4aCTHOW NEPENHUCKU C
ajpecaTaMM, KOTOPBIM Tbl JIOBEpsielllb. OJTOT OJJIEKTPOHHBIM aJpec HE Haao
HCII0JIb30BATh IIPU pErucTpanuu Ha GopyMax u catax.

He oTkpriBaii Qaiisibl 1 Apyrue BIOKEHUS B MHCbMax Ja)K€ €CJIM OHU MPUILIU OT
TBOUX Jpy3el. Jlydle yrouHu y HUX, OTHPABIISUIM I OHU TeOe 3TH (hailibl.

[Tocne oxoHuaHus pabOTHI HA MOYTOBOM CEPBHCE IEpE]l 3aKPhITUEM BKIAJIKU C

caiiToM He 3a0yab HaKaTh Ha «BuIATHY.

Kubepoyanune unu supmyanvrnoe uzoesameinbcmeo

KubepOynnuHar — mpecienoBaHuE COOOIICHUSIMHU, COJEpPKAIUMH  OCKOPOJICHNS,

arpeCCuro, 3allyruBaHuec, XyJIMraHCTBO, COIMAJIbHOC 601\/’IKOTI/IpOBaHI/Ie C IIOMOIIBIO PA3JIMYHBIX

HUHTCPHET-CEPBUCOB.

OcCHOBHBIE COBETEI IO 00PBOE ¢ KNOEPOVILUTMHTOM:

1.

He Opocaiicsa B 60ii. JIydmmii crioco6: mocoBeTOBaThCSA Kak ce0s BECTH U, €CIIA HET
TOr0, K KOMY MOXHO OOpaTUThCS, TO BHayalle YCHOKOUTbcA. Eciau Thl HauHemlb
OTBEYATh OCKOPOJEHUSIMHU Ha OCKOPOJICHHS, TO TOJBKO €Ile OOJIbIIe Pa30iKellb
KOH(JIHKT.

VYmpasnsii cBoel kubeppernyraruei.

AHOHUMHOCTH B ceTd MHUMasl. CyIIeCTBYIOT CLIOCOOBI BBISICHUTD, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM.

He crout Bectu Xynuranckuii 00pa3 BUpTyanbHOU ku3HU. IHTEpHET PUKCUpPYET Bce
TBOM JICUCTBUS U COXpaHSET UX. Y NAIUTh UX OyAeT KpaiiHe 3aTPpyAHUTEIHHO.
Cobmrofail cBOIO BUPTYaIbHYIO YECTh CMOJIOY.

Urnopupyit enunuyHbli HeraTuB. OAHOPA30BbIE OCKOPOUTENBbHBIE COOOIIECHUS
myy4ie urHopupoBaTh. OOBIYHO arpeccust MpeKpallaeTcs Ha Ha4yalbHOM CTaIuu.

ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B COIIHATBHBIX
CeTSIX €CTh BO3MOKHOCTH OJIOKHPOBKH OTHPAaBKU COOOIIEHHI € OmpeaeneHHBIX
aJpecoB.

8. Ecnmu Tbl cBuuetens kubepOymiauHra. TBOW JEHCTBHUS: BBICTYIUTH MPOTUB
mpecneaoBarens, MOKa3aTh €My, UYTO €ro JACWCTBUS OIICHUBAIOTCS HETaTUBHO,
MOJJIEPKaTh JKEPTBY, KOTOPOH HYKHA TICHUXOJOTHYEcKas MOMOIIb, COOOIIUTH

B3POCJIBIM O (baKTe arpeCCUBHOTO MOBCACHHUA B CCTH.

Moounvnsiit menegon

COBpeMeHHLIC CMapT(bOHLI U IUIQHIICTBI COACpP)KAT B ceOe BIIOJHE B3p00J'IBII>i

(I)YHKI_II/IOHaJ'I, " TCIICPb OHU MOTI'YT KOHKYPUPOBATHh CO CTAllMOHAPHBIMU KOMIIBIOTCPAMMU.



OpHako, CPeaCTB 3aLIUTHI U HOJOOHBIX YCTPONCTB MOKA 04eHb MaJio. TecTHpoBaHNUE U MOUCK
ySI3BUMOCTEN B HUX IPOMCXOJUT HE TaK MHTEHCUBHO, Kak il IIK, To ke camoe kacaercs u
MOOWIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl y)Ke MPaKTHYECKH TOTHAIN HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacmmpeHue (QyHKIMOHAIA BJICYET 32 COOOM OOJBIIYIO CIOKHOCTh W MCHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENN BBIITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIS1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI I 0€30IIaCHOCTH MOOMIBLHOTO TeaedoHa:

1. Huuero He sBiseTcs Mo-HacTosAleMy OecrulaTHBIM. Byns ocTropokeH, BeAb Korjaa
Tebe mpejyiaraloT OECIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IJIaTHBIE YCIIYTH.

2. Jlymaii, npexnae ueM oTnpaButh SMS, ¢oTto miu Buaeo. Thl TOUHO 3HaEIb, I/1€ OHU
OyIyT B KOHEYHOM UTOTe?

Heo6xomumMo 0GHOBIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(doHa.

4. HWcnonb3yit aHTUBHPYCHBIC TTPOTPAMMBI /711 MOOMITEHBIX Telle(hOHOB.

5. He 3arpyxaii npuiioxeHusi OT HEU3BECTHOTO HCTOYHHKA, BEb OHU MOTYT COJIEPKATh
BpPEJAOHOCHOE IIPOTpaMMHOE 00ecTieYeHHE.

6. ITlocme Toro kak Thl BBIMACIIb C CaiiTa, TJe BBOAWI JUYHYIO HH(POPMAIIHIO, 321 B
HACTpOWKH Opay3epa u ymanu COOKies.
[leproauuecku npoBepsii Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE.

8. JlaBaii cBOif HOMep MOOMILHOTO Telie(hOHA TONBKO JIFOMSAM, KOTOPBIX ThI 3HACUIb U
KOMY JIOBepsElIb.

9. Bluetooth momken ObITh BBIKIIOUEH, KOTJa Thl MM HE MOJIb3yelbes. He 3a0biBait

HWHOT' 1A ITPOBCPATH 3TO.

Online uzpwt

CoBpeMEHHBIC OHJAWH-UTPBI - 9TO KpPAcOdyHble, 3aXBAaTBHIBAIONIME pA3BJICUCHHUS,
00BbEIMHSIOIINE COTHU THICSY YEIOBEK IO BCeMy MUPY. MIIPOKH HCCIIEAYIOT JaHHBIA UM MHD,
00IIAtOTCsT IPYT ¢ APYrOM, BBIMOJHAIOT 33aHusl, CPAKatOTCsS ¢ MOHCTPAMH M OJIyYarOT OIIBIT.
3a y/JI0BOJBCTBHE OHM IUIATAT: MOKYIAIOT JUCK, OTUIAYUBAIOT aOOHEMEHT WJIM MPHOOPETAIOT
KaKHe-TO OIIIHH.

Bce otm cpenctBa MAayr Ha MOJUIEpKAHME M Pa3sBUTHE WIPHI, a TaKKEe Ha camy
0€30MacHOCTh: COBEPIIECHCTBYIOTCS CHUCTEMbI aBTOPH3AIlMH, BBIMYCKAIOTCS HOBBIE MMATYH
(unpoBbIe 3aIUTATKH [T TIPOTPAMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B moo0HBIX UTpax CTOMT OMAacaThCsl HE CTOJBKO CBOUX COMEPHHUKOB, CKOJBKO KpPaKh
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMH OOJBIINHCTBA UIP.

OCHOBHBIE COBETHI 10 0€30aCHOCTU TBOETO HUTPOBOI'O aKKayHTa:

1. Ecnu npyroii urpok BeseT cedsl MI0X0 WM co3JaeT Te0e HeMPHUIATHOCTH, 3a0I0KUpPYi
€ro B CIIMCKE UTPOKOB.
2. Iloxanyiicds agMUHHCTpAaTOpaM MWIPbl Ha IUIOXO€ IIOBEJAEHHME OTOrO0 HIPOKA,

JKCJIATCIIbHO NPHUJIOKUTh KaKHC-TO N0KA3aTCIbCTBA B BUJIC CKPUHOB.



He yka3piBaii muunyo nHGOpMaIuio B mpodaiiie urpsl.
VYBaxail Ipyrux y4aCTHUKOB I10 UIPE.
He ycranaBnuBaii HeouiimanbHbie TATYM U MOJBIL.

Hcnonb3yit C0KHBIE U pa3HbIE TAPOJIH.

N o ok~ ow

Jlaxxe BO BpeMs WIPbl HE CTOMT OTKIKOYaTh aHTUBHpyc. [Ioka Tl urpaenib, TBON

KOMIIBIOTEP MOTYT 3apa3uTh.

Duwiunz unu Kpax@ca TUYHbLX OAHHBHIX

OObIYHOM Kpayked JeHer M JOKYMEHTOB CEroJHSl YK€ HHKOTO HE YAMBHIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJIOTMM 3JIOYMBIIIJICHHUKHA NEPEMECTWINCh B HMHTEPHET, W
MIPOJIOJIKAIOT 3aHUMATHCS «JTFOOMMBIM» JIEJIOM.

Tak mosiBUnach HOBasl yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAs LENb
KOTOPOTO COCTOUT B MOJYYEHUHM KOH(UIACHIMAIBHBIX JAHHBIX MOJIb30BaTElIed — JIOTUHOB U
naposeil. Ha anrnuiickoM s3bike phishing untaercs kak guuunr (ot fishing — psiOHast 1oBs,
password — mapouib).

OCHOBHBIE COBETEI 110 00PHOE ¢ DUIITHHTOM:

1. Cnemu 3a cBOWM akkayHTOM. Eciu ThI mMojo03peBaeiib, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOJWMO 3a0JOKHPOBATh €€ MU COOOIIUTh aAIMUHHUCTpaTOpam
pecypca 00 3TOM Kak MOKHO CKOpee.

2. Hcnonw3yit 6e30macHbie BeO-CalThl, B TOM YHCIIC HHTEPHET-Mara3nHOB U MMOMCKOBBIX
CHUCTEM.

3. Hcnonw3yit cinokHble W pa3Hbie TMapoiu. Takum oOpazoM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU TOJy4YaT AOCTYI TOJIBKO K OJIHOMY TBOEMY NMPOGUIIIO B CETH, a HE
KO BCEM.

4. Ecnu Tebs B3oManu, To HE0OOX0MMO IPEIYNPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
noOaBiieHbl y TeOs B APY3bsAX, O TOM, YTO TeOsl B3JIOMAlH M, BO3MOXHO, OT TBOETO
MMeHU OyZIeT pacchlIaThCsl CIIaM U CChUIKHM Ha (DUITMHTOBBIE CANTHI.

5. YcranoBu HagexHbii maposb (PIN) Ha MOOHIBHBIN Tele(OH.

OTxirouM coxpaHeHue napods B Opaysepe.
7. He oTkpsiBaii ¢aitsibl U qpyrue BIOXKEHHs B MUCbMaX Aa)Ke €CIIM OHH IMPUIILUIA OT TBOUX

npy3ei. Jlydiie yTouHH y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (paibl.

Hudgposasn penymayusn

Hudposas penyranus - 3T0 HEraTUBHAS WM TMO3UTHUBHAS HH(POpPMAIHS B CETH O Teoe.
Kommnpomerupytomias nHpopMalius pa3MelieHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3zom
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «[{udpoBas pemyranus» - 3T0 TBOM UMUK, KOTOPBIN
bopmupyetcs uz nndopmanuu o rede B lHTepHETE.

TBOe MecTO KHUTENLCTBA, Y4eObl, TBOE (PUHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapaKkTepa
Y pacckasbl 0 OJM3KHX - BCE 9TO HAKAIIIUBACTCS B CETH.

MHorre noIpOCTKU JIETKOMBICJICHHO OTHOCATCS K MyONWKAIMK JTUYHON MH(pOopManuu B
WuTepHere, He MOHUMAs BO3MOXKHBIX MOCIEACTBUMA. ThI 1axke HE CMOXKEIIb JOTaAaThCA O TOM,

4To QoTorpadus, pa3MeIleHHas 5 JeT Ha3aj, cTajla IPUYMHOM 0TKa3a MPUHATH Te0s Ha paboTy.



Kommenrtapuu, pazmenienne TBoux ¢pororpaduii u qpyrue eicTBUS MOTYT HE UCUE3HYTh
Jlake MOCTIe TOT0, KaK ThI UX yJanuIlb. Thl He 3HaelIb, KTO COXpaHHWJI 3Ty HH(POpPMAITHUIO, roraja
M OHA B TOMCKOBBIE CHUCTEMBI M COXPAHWIACH JHM OHA, a IJIABHOE: YTO IMOJYyMAaOT O Tebe
OKPYKAIOIIlee JIFOHU, KOTOPhIEe HAWIYT W YBUAAT 3T0. HallTh MHPOpPMAIINIO MHOTO JIET CITyCTS
CMOXeET JII000H - Kak W3 AOOpBIX MOOYXKIEHHUH, TaK U ¢ HAMEPEHHUEM MPHUYMHHUTH Bpea. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aIIUTE LIHd)DOBOﬁ penuyTranuvu:

1. Iloxymaii, mpexzae 4eMm 4yTo-TO IyOJIMKOBaTh M NepefaBaTh y ceOs B Ojore win B
COLIMAJIBHON CETH.

2. B HacTpolikax npo@uiis ycTaHOBU OIpaHUYEHHS Ha TPOCMOTP TBOETO MPO(UIISL U €ro
COIEP)KUMOTO, CIIETIal €r0 TOJIBKO IS IPY3Eh».

3. He pa3memraii u He yka3biBail HHGOPMAIIUIO, KOTOPasi MOXKET KOT0-JIMO0 OCKOPOIISITh

WA OOMKATh.

Asmopckoe npaso

CoBpeMeHHBIE MKOJILHUKU- aKTUBHBIE MTOJIH30BaTEIH [U(PPOBOTO pocTpancTBa. OqHAKO
JaJIeKo HE BCE 3HAIOT, YTO TOJIh30BaHUE MHOTHMHU BO3MOYKHOCTSIMH ITU(GPOBOTO MHpa TpeOyeT
COOITIOJICHHS TIPaB HAa HHTEJUICKTYAJIbHYIO COOCTBEHHOCTD.

TepMI/IH CMHTCJUICKTYaJlbHaA COOCTBEHHOCTbY» OTHOCHTCH K pa3iindHbIM TBOPCHUAM
YEJIOBEYECKOT0 yMa, HauWHasl C HOBBIX M300peTEHN U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOIYKTBI W YCIYTH, W 3aKaH4YMBas KHUTaMH, QoTorpadusmMu, KAHOPHIBMAMH U
MY3BIKaJIbHBIMH MTPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUICKTYAIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAYKH, JIUTEPATYPHl U UCKYCCTBA. ABTOPCKHE MIPaBa BBICTYINAIOT B KAYECTBE FApaHTHU TOTO, YTO
MHTEIUICKTYaJIbHBINA/TBOPUYCCKUN TPy aBTOpa HEe OyAeT HalpacHBIM, JIACT €My CIIPAaBEUINBHIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3yjbTaTaXx CBOETO TPy, MOJYyYHTh U3BECTHOCTh U NPHU3HAHUE.
Huxkro 6e3 pa3penieHus aBTopa He MOKET BOCIIPOM3BOIUTH €r0 MPOU3BENICHHE, PACIIPOCTPAHSTS,
MyOJIMYHO JIEMOHCTPUPOBATh, MpPOJaBaTh, UMIIOPTUPOBATh, IMyCKaTh B IPOKAT, IMTyOJUYHO
UCTIOJIHATD, TIOKa3bIBAaTh/UCHIOIHATH B dHpe WK pa3memaTh B IHTepHeTe.

Hcnonp30BaHme «IMPATCKOTO» MPOrPaMMHOTO 00ECIICUEHHS] MOKET MPUBECTH KO MHOTHM
pUCKaM: OT TMOTEPU JAHHBIX K TBOMM aKKayHTaM /0 OJOKHPOBKH TBOETO YCTPOWCTBA, IJIe
yCTaHOBJICHA HelleraibHas nporpamma. He cTouTt Takke 3a0bIBaTh, YTO CYIIECTBYET JICTAILHBIC

M OeCIlIaTHEIE IIporpaMmabl, KOTOPbIC MOXKHO HalTH B CETH.
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